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Onpenenenust

B HacrosmmeM 10KyMEHTE UCIIONB3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEACTICHHS.

ABTOMATH3HPOBAHHAS CHCTeMAa — CHCTE€Ma, COCTOsINas U3 IepCcoHaja M KOMIUIEKCca
CPEACTB aBTOMATHU3aLMH €ro JAEATEIFHOCTH, pealu3ylolias WH(POPMALMOHHYIO TEXHOJOTHUIO
BBINOJIHEHUS YCTAaHOBJICHHBIX (DYHKIIMH.

AyTeHTH(UKANMSA OTHPABUTENA [JAHHBIX — TOATBEPXKICHUE TOTO, YTO OTIPABUTEIb
HOJIyYEHHBIX JIaHHBIX COOTBETCTBYET 3a5IBJICHHOMY.

be3onacHOCTh MePCOHANBHBIX [JAHHBIX — COCTOSHHE 3alUIIEHHOCTH IE€PCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTbIO  IOJNb30BaTeNed, TEXHUYECKUX CPEeICTB U
UH(POPMAITMOHHBIX TEXHOJIOTHH 00ecneunTh KOH(UACHINAIBHOCTD, IIEJIOCTHOCT U JOCTYITHOCTD
HEPCOHATBHBIX JAaHHBIX IpPU UX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMax IEPCOHAIbHBIX
JTAHHBIX.

BuoMerpnuyeckue mnepcoHaJbHbIe JaHHbIe — CBEJCHUSA, KOTOpPbIE XapaKTEpU3YIOT
¢u3noIOrHUecKue OCOOCHHOCTH YEJIOBEKAa M HA OCHOBE KOTOPBIX MOYKHO YCTaHOBUTH €ro
JMYHOCTh U KOTOPbIE UCHOIb3YIOTC AJIMUHHCTpALKMEH JUIsl yCTAHOBJICHUS JIMYHOCTH CyOBEKTa
NEPCOHANBHBIX JTAaHHBIX, MOTYT 00pa0aThIBaTHCS TOJIBKO MPU HAJTHYUH COTJIACHS B TTHCbMEHHON
dbopMe cyOBeKTa MEepCOHANBHBIX NaHHBIX (BKJIOYas (ororpaduu, OTHEYaTKH MajbleB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJa U JPYTYIO MOA00HY0 HH(OpMAIIUIO).

BiiokHpOBaHMe TEPCOHAJIBHBIX /JAHHBIX — BPEMEHHOE IpeKpalieHue 0o0paboTKu
NEPCOHANBHBIX JIaHHBIX (32 MCKIIOYCHHEM CIydaeB, €clii 00paboTka HeoOXoauma s
YTOUHEHUS IEPCOHANIBHBIX JaHHBIX).

Bupyc (KOMIBIOTEpPHBIH, NPOrPAMMHBIN) — WCIOJHAECMBIM I[POIPAMMHBIA KOJX WIH
UHTEPIIPETUPYEMbIii HAa0Op MHCTPYKUMH, OONajaroluil CBOWCTBAMU HECAHKIIMOHHMPOBAHHOIO
pacrpocTpaHeHust U camoBocnponsBeieHus. Co3aanHbIe TyOIUKaThl KOMIIBIOTEPHOTO BUpYCa He
BCerJa COBIQJAIOT C OPUTMHAJIOM, HO COXPAHAIT CIOCOOHOCTh K JaibHeiiemy
pacmpoCTpaHEHUIO M CAaMOBOCIIPOU3BE/ICHHUIO.

BpenonocHasi mporpamma — [porpamMma, IOpefHa3HAYeHHas Uil OCYILECTBJICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA M (MJIM) BO3JICHCTBUS HA MEPCOHANBHBIC TAHHBIE WIH PECYPCHI
UH(POPMAILIMOHHON CUCTEMBbI IEPCOHANBHBIX JTAHHBIX.

BcnomoraTtesibHble TeXHHYECKHEe CPeIcTBA W CHCTeMbI — TEXHHYECKHE CpPEICTBA M
CHCTEMbI, HE MpeJHa3HAauYeHHbIe /Ui Hepenayl, oOpaboTKU M XpaHEHUs MEepCOHAIbHBIX JAAHHBIX,
YCTaHABIIMBAEMBIE COBMECTHO C TEXHWYECKUMH CPEJICTBAMH W CHCTEMaMH, MpeIHa3HAuYCHHBIMH
Ui 00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHUAX, B KOTOPHIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATBHBIX JAHHBIX.

JlocTyn B ONepalOHHYIO cpely KOMIIbIoTepa (MH(OPMAIMOHHOW CHCTeMbI NEePCOHAIbHBIX
JAAHHBIX) — TIOJTy9eHNE BO3MOKHOCTH 3aITyCKa Ha BBITIOJIHEHHE IITATHBIX KOMaH]I, (pyHKIINIA, TIpOLIEyp
OIEPALMOHHON CHCTeMbI (YHUUTOXKEHHS, KOMMPOBAHUS, TIEpEMEIIEHNS U T.I1.), UCTIOIHAEMBIX (paiiioB
MPHUKJIAIHBIX IPOTPaMM.

Jloctyn k HH(pOpMaLMK — BO3MOXKHOCTb MOTy4eHUs HHQOPMALMK U €€ UCTIOJIb30BaHMSL.

3aka04HOe YCTPOMCTBO — 3JIEMEHT CpEJCTBA CheMa HH(OPMAllMM, CKPHITHO BHEIPSEMBIN
(3aKyIampIBacMbIid WM BHOCHMBIN) B MeCTa BO3MOMKHOTO cheMa HH(popMaimu (B TOM 4YHCIE B
OrpakIeHNe, KOHCTPYKIIHIO, 000PYI0BaHHE, TIPEMETHI MHTEphepa, TPAHCIIOPTHBIE CPEZICTBA, a TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKHU HHPOPMALIUN).

Zammmaemasi uHgopmauusi — wHPOPMAIUS, SBISIONIASACS TPEAMETOM COOCTBEHHOCTH W
HOJUIeKAIAsl 3allUTe B COOTBETCTBUM C TPEOOBAHMSIMHU IMPABOBBIX JOKYMEHTOB MM TPEOOBAHUSAMH,
YCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIIH.

HNpentndgmkanuss — npucBoeHue CyObeKTaM M OObeKTaM JO0CTyna WIeHTHU(]uKaTopa U (Wn)
CpaBHEHHE NPEABSBIISIEMOTr0 HICHTH(HKATOpA C TIEPeUIHEM IMPHUCBOSHHBIX WACHTH(PHUKATOPOB.

HNudopMaTUBHBIA CHIHAJ — DJIEKTPUYECKUE CUTHAJIBI, AaKyCTHYECKUE, 3JIeKTPOMArHUTHBIE H
Jpyrve (u3nMueckue Mojsl, MO TapaMeTpaM KOTOPbIX MOXKET OBITh pacKpbiTa KOH(pHICHIHAIbHAS
uHpopmals (TepcoHANbHBIE JaHHbIe) 00padarbiBaeMasi B MH(OPMAIIMOHHON CHUCTEME MEPCOHATBHBIX
JTaHHBIX.
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Nudopmanuonnas cucrema mnepcoHaJbHbIX JaHHbIX (MCIIAH) —COBOKYIHOCTb
coJepkaixcss B 0a3ax MaHHBIX MEPCOHATBHBIX JAHHBIX M 00ECIEUMBAIOUINX UX 00pabOTKy
MH(GOPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

Hudopmanmonnble T€XHOJIOIMH — TIPOIIECChI, METO/ABI TMOHCKa, cOopa, XpaHeHus, 0OpaboTKH,
MPEIOCTABIICHHS], PacpOCTpaHeHus] MH(POPMAIMK M CIIOCOObI OCYIIECTBIICHUSI TAKUX MPOIECCOB U
METOJIOB.

Hcnonb3oBaHne NePCOHANbHBIX JAAHHBIX — JEHCTBUS (Olepanuu) C IMEePCOHAIbHBIMU
JAHHBIMHU, COBEPILAEMBIE ONEPATOPOM B IIEJIAX NPUHATUS PELIEHUH WIM COBEPLICHMS] HMHBIX
NENCTBU, MOPOXKAAIOIINX IOPUINYECKUE TIOCTEACTBUS B OTHOILIEHUU CyOBhEKTa MEepCOHATbHBIX
JAHHBIX WM JAPYTHX JIMI JUOO MHBIM 00pa3oM 3aTpardBarolIMX IpaBa U CBOOOJIBI CyObeKTa
MEPCOHAIBHBIX JaHHBIX WU APYTHX JIHII.

Hcrounuk yrpo3bl 6e30MacHOCTH HMH(OPMAIMU — CYOBEKT JIOCTYIA, MaTepUaIbHBIA OOBEKT WK
¢uzIyecKoe sIBIeHHE, SBIIIOLIMECS PHYUHON BOZHUKHOBEHUS YIPO3bl 0€30MacHOCTH HH(GOPMALIUH.

KonTtposmpyemasi 30Ha— IIpOCTpaHCTBO (TEppUTOpUS, 3[aHUE, YacThb 3[aHUS, IOMEILEHHUE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJIMPYeMOe MpeObIBaHHE MMOCTOPOHHMX JIML, a TAKXKE TPAHCIIOPTHBIX,
TEXHUUYECKHUX 1 MHBIX MaTepUATIbHBIX CPEJICTB.

Kon¢puneHIMaIbLHOCTh NMEePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE [UISl COOMIOACHUS OIEpaTopoM
WM WHBIM TIOJYYMBIIMM JIOCTYN K TIEPCOHAIBHBIM JIAHHBIM JIMIIOM TpeOOBaHHWE HE JIOMYCKaTh HX
pacripocTpaHeHue 0e3 coryacus CyObeKTa MepCOHATbHBIX JAHHBIX WM HAIMYKMS HHOTO 3aKOHHOTO
OCHOBaHML.

Me:xcereBoil 3KpaH — JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-PACTIPEICTICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIIApaTHOE) CPEACTBO  (KOMIUIEKC), pealu3ylollee KOHTPOJIb 34
uH(popMaIMeid, mocTynaromed B HHPOPMAIMOHHYIO CHUCTEMY IE€PCOHABHBIX JAHHBIX W (W)
BBIXOZIAIIIEH U3 MH(POPMAIIMOHHOW CUCTEMBI.

Hapymmrens 06e30MacHOCTH NEPCOHAIBHBIX [JAHHBIX — (U3MYECKOE JWIIO, CIy4aifHO WU
NpeTHAMEPEHHO COBEPILIAIONICE JCHCTBUS, CIEJICTBHEM KOTOPBIX SIBJISCTCS HapylleHHe Oe30MacHOCTH
MIEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe TEXHUYECKUMH CPEJICTBAMH B MH(MOPMAIMOHHBIX CHCTEMAaX
NEPCOHATBHBIX ITAaHHBIX.

HeaBTomaTusupoBanHas 00paGoTka  MEepPCOHAJBbHBIX  JAHHBIX —  00paboTka
NEPCOHAIBHBIX JIaHHBIX, COJIEPKAIINXCA B UHPOPMAIIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX
a100 M3BJICUCHHBIX M3 TAKOM CHUCTEMbI, CUUTAETCSl OCYILECTBIEHHOW O€3 HCHOJIb30BaHUs
CPEICTB aBTOMAaTH3allMu (HEAaBTOMATHU3MPOBAHHOW), €CIM Takue JEHCTBHUS C MEPCOHAIbHBIMU
JaHHBIMU, KaK HUCIOJb30BaHUE, YTOUHEHHE, PACHpPOCTPAaHEHHE, YHHUTOXXEHHE MEePCOHATBHBIX
JAHHBIX B OTHOIICHHWU KaXKJI0TO U3 CyOBEKTOB NMEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS MpU
HEINOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBanHble  BO3MOXKHOCTH — (YHKIMOHANIBHBIE ~ BO3MOYKHOCTH ~ CpEZICTB
BBIUMCIIMTEIILHON TEXHUKH, HE OTIMCAHHBIE I HE COOTBETCTBYIOLLME ONMCAHHBIM B JOKYMEHTALMH, TIPH
UCIIOIB30BAaHUM  KOTOPBIX BO3MOKHO  HApYIIEHWE KOH(DUAESHIMAILHOCTH, JOCTYITHOCTH WM
LIEJIOCTHOCTH 00pabaThIBaeMOi MHpOpMAaLIUH.

HecankuMOHMPOBAHHBIH 10CTYN (HECAHKIMOHUPOBAHHbIE JIeliCTBUSI) — JIOCTYI K MH(pOpMAIIUH
WM JeicTBUS ¢ MH(pOpMAalMel, HapyIIaoIiie MpaBuiia pasrpaHUueHHs JIOCTyIa C HCIOJIb30BaHHEM
HITaTHBIX CPEJICTB, IPEIOCTABIISIEMbIX UH(POPMAIIMOHHBIMUA CUCTEMAaMHU ITEPCOHATbHBIX JTAHHBIX.

Hocuteapr wuHpopManuu — ¢u3MUecKkoe JUIO WIM MarepualbHbli OOBEKT, B TOM YHCIe
¢dm3udeckoe 1moje, B KOTOPOM HH(GOpMAIMsS HAXOJUT CBOE OTPAKECHHE B BHIEC CHMBOJIOB, 00pasoB,
CHUTHAJIOB, TEXHUYECKHUX pEIIEHHW U TPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK (PU3MUYECKUX
BEJIMUHH.

O0e31MYuBaHuE MEPCOHAIBHBIX JAHHBIX — JIEUCTBUS, B PEe3yJbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHO 0€3 HCII0JIb30BaHUS TOMOJHUTEIbHON HH(GOPMAalUU ONPEEIUTh IPUHAIEKHOCTD
MEePCOHAITBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX TAHHBIX.

O0paloTka NepcOHANILHBIX JAaHHBIX — JII00O€ JelicTBHE (Oomepanus) WM COBOKYITHOCTb
nefcTBuil  (omeparuii), COBEpIIAEMBIX C MHCIOJIBb30BAaHMEM CPEICTB AaBTOMATH3alMU Wi  0e3
HCIIOJIb30BaHMs TAKUX CPEJICTB C MEPCOHABHBIMUI JAHHBIMH, BKJIIOUasi cOOp, 3aIiCh, CUCTEMATH3AIIMIO,
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HaKOIUJICHHE, XpaHEeHHe, YToOUYHEeHHe (0OHOBJICHHE, I3MEHEHHE ), U3BJICUCHHE, HCIIOIb30BaHKE, TIepeaady
(pactipocTpaHeHHe, —TMPENOCTaBICHWE, JOCTYI), OOC3JIMuUKMBaHUE, OJOKMPOBAaHHE, YyIAJCHHUE,
YHUYTOXKEHHE ITePCOHANIHBIX JTaHHBIX.

OO0wmenocTynHble  NMEePCOHANbHbIC  JaHHbIEe — [IEPCOHAIbHBIE  JAHHBIE,  JIOCTYI
HEOTrPaHMYEHHOT0 Kpyra JIMIl K KOTOPBIM MPEJOCTaBleH C corjacus cyObeKkTa NMepCOHAIbHBIX
JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUH C (eAepaJbHBIMU 3aKOHAMHU HE PACHpPOCTPAHSETCS
TpeboBaHue COOTIOICHUS KOH(PUICHIIMAITBHOCTH.

Oneparop (MepcOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBI OpraH, MYHHMIMIAIbHBIM Opras,
IOPUANYECKOe WK (PU3MYECKOe JIUII0, CAMOCTOSTEFHO MM COBMECTHO C JIPYTMMH OpraHH3YIoIIee U
(v ocyiecTBIsIroIIee 00pabOTKY IMEPCOHAIBHBIX JTAHHBIX, a TAKXKE OIMPEIEIISIFOIIHE e 00paboTKH
MEPCOHATIbHBIX JAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOJJIeXKANMX 00padoTKe, JEUCTBUS
(omeparwu), coBepIIIaeMble C IEPCOHATLHBIMU JIAHHBIMHU.

Texnuuyeckue cpencrBa MH(OPMAIMOHHON CHCTEMBbI NEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIUHCITUTEIBHON TEXHUKH, HH(POPMAIIMOHHO-BBIYMCIIUTEILHBIE KOMIUIEKCHI M CETH, CPEICTBA U CHCTEMBI
nepenaud, npuemMa u o0pabotku IIJIH (cpencTBa M cuUCTEMBI  3BYKO3AIMCH, 3BYKOYCHJICHUIS,
3BYKOBOCIIPOM3BE/ICHUSI, ITIEPETOBOPHbIE U TEJIEBU3UOHHBIE YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMS,
TUPOKUPOBAHKS JOKYMEHTOB U JIpyrM€ TEXHMYECKHE CpelcTBa OOpaOOTKM pedeBoid, rpadiyecKoi,
BUJICO- U OyKBeHHO-IIM(pOBOM HH(OpPMAIINK), MPOrPaMMHBIC CPENICTBA (OIECPAIMOHHBIC CUCTEMBI,
CHCTEMBbI YTIpaBlieHHs 0a3amMy JaHHBIX W T.I.), CPEACTBA 3AUIUTHI MH(OpPMALIUM, MPUMEHSEMbIE B
MH(POPMALOHHBIX CUCTEMAX.

IlepexBaT (MHoOpMaNuMN) — HETTPAaBOMEPHOE MOTYYeHHE MH(POPMAIMHU C HCIOJIb30BAHUEM
TEXHUYECKOTO  CPEICTBA, OCYIIECTBISIONIETO  OOHAapyXeHHe, TpueM U  00paboTKy
WH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble naHHBbIE — J100as MHPOpPMALKA, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTpeIeTICHHOMY WJIHM OIpeesiieMoMy GU3NYeCKOMY JHUILY (CYObEKTY MepCOHATBHBIX TAaHHBIX).

ITo6o4yHbIe 3JIEKTPOMATHUTHBIEC M3JYYEeHHS] M HABOJKHU — AJIEKTPOMATrHUTHBIE U3TYyYECHUS
TEXHUYECKUX CPENICTB O00pabOTKH 3aluiaeMoil HHpOpMAalKy, BO3HUKAIOIIME KaK MOOOYHOE
SIBIICHUE W BBI3BAHHBIC DJIEKTPUYCCKHUMH CHTHAJIAMH, JCUCTBYIONIMMH B MX JJICKTPUYCCKUX W
MarHUTHBIX IEMSX, a TaKKe SJEKTPOMArHUTHBIE HABOJKHU 3TUX CHTHAIOB Ha TOKOMPOBOISIINE
JTUHAH, KOHCTPYKIIMH U TICTIH MTATAHUS.

I[MoauTHKA  «YUCTOTO  CTOJAA» —  KOMIUIEKC  OPraHU3AIlMOHHBIX  MEPOIPHITHIA,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChIBaHUS Ha OyMa)kKHble HOCHUTEIM KIIOYell U aTpuOyTOB
noctyna (rmaposeii) u XpaHeHHs UX BOJIM3U 00bEKTOB JOCTYIIA.

IMoab3oBaTessb MHGPOPMALMOHHON  CHCTEeMbl MEPCOHAJBHBIX JAHHBIX — JIMILIO,
yuacTBymoIee B (DYHKIIMOHUPOBAHWU HH(DOPMAIIMOHHON CHUCTEMBI MEPCOHANBHBIX AAHHBIX WU
UCIIOJIBb3YIONIEE Pe3yNIbTaThl €€ (YHKIIMOHUPOBAHMSL.

[IpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYIHOCTh MPAaBUJI, PETJaMEHTHPYIOIIUX MpaBa
JocTyna cyObeKTOB JOCTYIa K 00bEKTaM JJOCTYTIA.

IIporpamMHuasi 3akJaaKa — KOJi TPOTPaMMBbI, TIPETHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
LENbI0 OCYILECTBUTh YTE€UKY, H3MEHHUTh, OJOKUPOBATh, YHMUTOXKUTb HH(MOPMALUIO WIH
VHUUYTOXUTh W MOAU(UIMPOBATH TpOrpaMMHOE oOecredueHne HHPOPMAIMOHHON CHCTEMBI
MEePCOHAIBHBIX JaHHBIX U (WJIK) OJIOKUPOBATH anmapaTHbIE CPEICTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTH4YecKoe) BO3/eiicTBHe — HECAaHKIMOHUPOBAHHOE
BO3/ICIICTBHE HA PECYpPChl aBTOMATU3UPOBAHHON MH(OPMALIMOHHON CUCTEMBI, OCYLIECTBIIIEMOE C
UCIIO0JIb30BAaHUEM BPEIOHOCHBIX POTPAMM.

PackpbiTHe NEpPCOHANBHBIX [AaHHBIX — YMBIIUIEHHOE WJIH CllydailHOe HapylleHue
KOH(UICHIIMATFHOCTH NIEPCOHABHBIX JaHHBIX.

PacnpocTpaHeHune mnepcoHANbHBIX JAHHBIX — JCHCTBUS, HalpaBiICHHbIE HAa PACKpBITHE
MEPCOHAITBHBIX JaHHBIX HEOMPEEIIEHHOMY KPYTy JHUI]

Pecypc undopMalniuoHHOH CHCTEeMbI — HIMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPUKJIAIHOTO
WM alapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH(OPMAIIMOHHON CUCTEMBL.
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CnenmanbHble KATeroOpuM IEPCOHAJBHBIX JAHHBIX — [I€PCOHAJbHBIE  JIaHHBIE,
Kacalol[Mecss  PacoBOW, HAIMOHAILHOW  MPUHAMICIKHOCTH, TMOJUTHYECKUX  B3IJISJIOB,
PENUTHO3HBIX WU GUIoCOPCKUX yOeXKACHUM, COCTOSHHUS 370pPOBbS M HWHTUMHOM IKU3HU
CyObeKTa epCOHANBHBIX JaHHBIX.

CpencrBa BbIYHC/IMTEILHOH TEXHUKH — COBOKYITHOCTB MPOTPAMMHBIX U TEXHUYECKUX AJIEMEHTOB
crcteM 00pabOTKH JJAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSATEIBHO UM B COCTAaBE JAPYTHX
CUCTEM.

Cy0bexkT mocryna (cy0beKT)— JIMIO WIM MPOLECC, JICHUCTBUS KOTOPOrO PErjiaMeHTUPYIOTCS
IpaBUJIaMU pa3rpaHUuEHUs JOCTYIIA.

TexHuyeckuil KaHaT yTe4kd WH(OPMALMHU — COBOKYITHOCTb HOCHTENS MH(pOPMALK (CPEICTBa
00paboTKH), (PU3MUECKON Cpelbl PacIpPOCTPaHEHHUs MH(POPMATUBHOIO CHTHAIA U CPEACTB, KOTOPHIMH
JOOBIBAaCTCsI 3alHIIaeMast HHPOPMAIIHS.

TpancrpannyHasi nepegaya MmepcoHAJbHBIX JAHHBIX — [€pe/iaya MEePCOHATBHBIX JTaHHBIX
onepatopoMm uyepe3 l'ocymapcrBeHHyro rpanuny Poccuiickoi ®eaepanuud oOpraHy BJIacTH
WHOCTPAaHHOTO TOCyJapcTBa, (U3HUECKOMY WIM IOPUAMYECKOMY JIMIy HMHOCTPAHHOTO
rocy/apcTBa.

Yrpo3sl 0€30NaCHOCTH MEPCOHAIBHBIX JAAHHBIX — COBOKYIHOCTh YCIOBHHA U (haKTOPOB,
CO3JAIOIIMX OMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CITy4aiiHOTO, TOCTYIA K MEPCOHATBHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTrO MOXKET CTaTh YHUUTOKEHUE, U3MEHEHHUE, OJIOKMPOBaHKE, KOMPOBAHIE,
PacIpOCTpaHEHNE TEPCOHANIBHBIX JAHHBIX, a TAKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUIA MPU KX
00paboTke B MHOPMAIIOHHOM CUCTEME NTEPCOHATIBHBIX TAHHBIX.

YHUUTOKeHHE NePCOHAIbHBIX JAHHBIX — JICHCTBHS, B pE3ybTare KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUThH COJICPYKAHHUE TEPCOHATBHBIX JIAHHBIX B HMH(OPMAIMOHHON CHCTEME IMEPCOHANTBHBIX
JAaHHBIX WA B PE3YJbTaTe KOTOPHIX YHHUUTOXKAIOTCS MaTepUATbHBIE HOCHUTEIH IEePCOHATBHBIX
JAaHHBIX.

Yreuka (GanmimaeMoil) MHpOpMAMU 10 TEXHUYECKMM KAHAJIAM — HEKOHTPOJIUPYEMOE
pactipocTpaHeHre HH(opMaIy OT HOCUTENS 3aluiliaeMol nH(opMaliy yepe3 (pu3HdIecKkyro cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTRIISIONIETO ITepeXBaT HH(POpMAIIH.

Ysa3BuMocTb — €1a00CTh B CPEJICTBAX 3alLUTHI, KOTOPYIO MOXKHO HCIIONB30BATh I HapyIICHHs
CHCTEMbI WJIU COZIEprKallecsl B Hel MH(opMaliH.

LesiocTHOCTL  MH(pOPMaMKM —  CHOCOOHOCTb  CPECTBA  BBIYUCIUTENBHOM TEXHUKM WU
ABTOMATH3MPOBAHHOM CHCTEMBI OOECIIeUrBaTh HEM3MEHHOCTh MH(MOPMAIMK B YCIOBHUSX CIy4aitHOTO
W/WITH NpeIHAMEPEHHOTO NCKKEHUs (pa3pyIIeH s ).
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CA3
C3u
C3I1du
COB
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VB

OBO3HAYEHUS U COKPAILIIEHUS
— aHTUBUPYCHBIE CPEICTBA
— aBTOMATHU3MPOBAHHOE pabodee MeCTo
— BCIIOMOTaTEIIbHBIC TEXHUYECKHE CPEJICTBA U CHCTEMBI
— MH(OPMAIMOHHAS CHCTEMa EPCOHATBHBIX TAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHAs! BBIYMCIIUTENbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYII
— OTepaIMOHHAsI CUCTEMa
— IIePCOHAILHBIC TAaHHbIE
— IIPOrPaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE
— IporpaMMHOE OOecTIieYeHHE
— IOOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
— cHUCTeMa aHaii3a 3alIUIICHHOCTH
— CpeICTBA 3aIUThl HHPOPMAIHH
— cucreMa (TIOACUCTEMA) 3alIUThI TEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUS! BTOPKEHHI
— TeXHUYECKHUE KaHaIIbl yTeUYKH HH(OpMaLn

— YI'pO3blI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX
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BBEJEHUE

Hacrosimas [Homutuka nHdopmarmonnoi 6e3onacuoctu (nanee Ilonurtuka) MBOY «COILL
No 48y r. Uebokcaps (nanee — YupexaeHue) sBisercs 0QUIHaTIbHbBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU ¢ TpeboBaHUsIMU DeiepaabHOro 3aK0Ha OT 27 UIOJI
2006 1. No 152-®3 «O nepcoHAIBHBIX TaHHBIX» U MocTaHoBieHus [IpaButenscTBa Poccuiickoi
@eneparun ot 1HOsIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHWUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX NpHU UX 00paboTke B HMHPOPMAIIMOHHBIX CHCTEMax IEePCOHATbHBIX
JTaHHBIX», HA OCHOBaHUM:

- «Pexomennmanuii mo obecreueHUI0 OE30MaCHOCTH MEPCOHAIBHBIX JAHHBIX HpPU HUX
00paboTke B MH(POPMALMOHHBIX CHCTEMaX IEPCOHAIBHBIX JAHHBIX», YTBEPKICHHBIX
3amectutenem gupekropa @CTIK Poccum ot 15.02.2008 r.,

- «TunoBpIX TpeOOBaHMI MO OpraHM3alMM W O0ECNeYeHUI0 (YHKIMOHUPOBAHUS
mUPpoBaIbHBIX  (KpUnTorpadpuyeckux) CpeAcTB, IMPEAHA3HAUEHHBIX JUIS  3aIUThI
uH(opMaIK, HE colepiKalllel CBEIECHUMN, COCTABISIOIIUX TOCYJAPCTBEHHYIO TalHY B
ClIy4ae U3 UCIOJIb30BaHUs [ obecriedeHus: 6€30MacHOCTH MEePCOHANIBHBIX JaHHBIX MPH
ux 00paboTke B MHPOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX», YTBEPKICHHBIX
pykoBozactBoM 8 Llentpa ®Ch Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonutuke ompexnenensl TpeboBanust k nepconany WCIIJIH, crerneHb OTBETCTBEHHOCTU
nepcoHasa, CTPYKTypa U HEOOXOAMMBIA YPOBEHb 3allUIIEHHOCTH, CTaTyC U JIOJDKHOCTHBIC
0053aHHOCTH COTPYJHHKOB, OTBETCTBEHHBIX 3a oOecredeHrne Oe30MacHOCTH MEepPCOHATBHBIX
nanubix B UCITIH YupexaeHus.
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1 O01me MoJI0KEeHU A

Lenbro Hactosmen [Tonutuku sBasercs odecrneueHre 0€30IacHOCTH 00BEKTOB 3aUThHI

YupexxaeHuss OT BCEX BHJOB yrpo3, BHEIIHUX W BHYTPEHHHUX, YMBIIUICHHBIX |
HENpeIHAMEPEHHBIX, MUHUMH3AIMUs yiiepda OT BO3MOXKHOUM peain3aiuu yrpo3 0e30macHOCTH
IT1a (YBIIn).

besonacHocTh MEePCOHATBHBIX JTAHHBIX JIOCTUTACTCS myTeM HCKJIIOUCHHMS
HECAaHKITMOHMPOBAHHOTO, B TOM YHCJI€ CIy4aHOTO, JOCTyIa K IEePCOHAIBHBIM JIaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXET CTaTh YHHUUYTOKEHUE, U3MCHEHHE, OJIOKUPOBAaHUE, KOMTMPOBAHHE,
pacnpocTpaHeHHe IEPCOHATIbHBIX JIAHHBIX, & TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUMN.

Wudopmaniis u cBsi3aHHBIC C HEH PECypChl JOKHBI OBITh JOCTYITHBI JIJIsi aBTOPU30BAHHBIX
nosib3oBateseil. JIOmKHO OCYIIECTBIATHCS CBOCBPEMEHHOE OOHApPY)KEHHE M peardipoBaHUE Ha
VYBIT/IH.

JIOMKHO OCYIIECTBISITHCS MIPEIOTBPAIICHHE MTPSIHAMEPEHHBIX WU CIy4alHBIX, YaCTHYHBIX
WM TIOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAU(PHUKAIIUIN WM YHUUYTOKEHUS IEPCOHATIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIMTHI MpECTaBlIeH B [lepednHe mepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 06pabOTKe MEPCOHABHBIX TaHHBIX.

Cocras UCII[H, momiexamux 3aliuTe, MPEACTaBlIeH B AKTe 00CIEIOBaHUSA TEKYIIETO
COCTOSIHMSI TEXHHYECKOM 3aIlUThl IEPCOHAIbHBIX JIAHHBIX.
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2 ObaacTh aeiicTBUsA

TpeboBanus Hactosiel [loMUTUKN pacIpOCTPAHSAIOTCS Ha BCEX COTPYAHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, paOOTAIOLIMX IO KOHTPAKTYy M T.I.), a TakXe BCEX MPOYMX JIUI]
(moApsAIYMKY, AyAUTOPHI U T.I1.).
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3 Cucrema 3alMUTHI MEPCOHAJIBHBIX TAHHBIX

Cucrema 3amursl nepcoHanbHbixX AaHHbIX (C3I1IH), cTpouTcs Ha OCHOBAaHUU:

- AxTa 00cCinemoBaHMs TEKYLIEro COCTOSHUS TEXHUYECKOH 3alUThl MEPCOHAIBHBIX
JTaHHBIX;

- [IepeuHsl nepcoOHaNbHBIX TAHHBIX, TOJIEKAILNX 3AILNATE;

- AxTOB KJ1accupuKanuy HHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX;

- HacTHBIX MOJIENIEH aKTyalIbHBIX yIpo3 U BeposiTHOro Hapymurens UCITIH;

- [TonoxxeHus 0 pa3rpaHUYEeHUH IIPaB JOCTYIIA K IEPCOHAIIBHBIM JaHHBIM;

- PyxoBogsamux nokymenToB @CTOK nu ®CBH Poccun.

Hns  ob6ecrieuennst 3ammtel  VMCII[IH HeoOXxoauMo COONIOJIGHHE OpraHU3aIOHHO-
TEXHUYECKUX Mep. AJMHHUCTpaLueil obecneunBaeTcs 0€30MacHOCTh MEPCOHAIBHBIX JIaHHBIX B
COOTBETCTBUH C HEOOXOIMMBIM YPOBHEM 3aIMIIEHHOCTH, KOTOpas omucaHa B TexHHYecKOM
3a/laHuu Ha co3aanue cucreMsl 3amuThl A UCIIAH. B Yupexnenuu onpeseneHsl akTyaabHble
yrpo3bl 6e3onmacHoctu I1J[H, koTopble omucanbl B YacTHOW MOAENM aKTyalbHBIX YIpo3 WU
BepostHoro Hapywmutens UCIT/IH.

[Ton akTyanbHBIMM yrpo3aMu O€30MAaCHOCTH IEPCOHAJIBHBIX JAHHBIX ITOHMMAETCS
COBOKYITHOCTb YCIIOBHM 51 ¢bakTopoB, CO3JAI0IINX aAKTyaJIbHYIO OIaCHOCTH
HECaHKLMOHUPOBAHHOIO, B TOM YHUCJIE CIIy4alHOI'0, JOCTyIa K EPCOHAIbHBIM JIaHHBIM IIPH UX
00paboTke B MH()OPMAIIMOHHOW CHCTEME, Pe3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUUYTOXKCHHE,
U3MEHEeHHe, OJIOKUpOBaHME, KOMMPOBAHUE, IPEJOCTaBIEHUE, PACIPOCTPAHEHUE NEPCOHATBHBIX
JIAHHBIX, & TAK)KE MUHBIE HEIIPABOMEPHBIE ICUCTBUS.

VYrpo3sl 1-T0 TN akTyalbHbI A1 MHMOPMALMOHHONW CHUCTEMBI, €CIIU JUIs HEee B TOM YHCIe
aKTyaJIbHbl YIpO3bl, CBSA3aHHbIE C HAJIMYMEM HEJOKYMEHTHMPOBAHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOXKHOCTEH B CUCTEMHOM IPOIPaMMHOM 00€CIeUYeHUH, UCIIOIb3YEMOM B HH(OPMAIIMOHHON
CUCTEME.

Yrpo3sl 2-T0 TUIA AKTyallbHBI JJ11 MHMOPMALMOHHONW CUCTEMBI, €CIIU JUIs Hee B TOM YHCIe
aKTyaJIbHbl YIpO3bl, CBSA3aHHbIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXHOCTE B NPUKIAJAHOM  IPOrpaMMHOM  OOECHEYEHUHM,  HUCIOIb3yeMOM B
MH(OPMaLIMOHHON CUCTEME.

VYrpo3sl 3-ro THMA akTyalbHbI I MHOOPMAIIMOHHONW CHUCTEMBI, €CIIU Ul Hee aKTyalbHbI
yrpo3bl, HE CBSI3aHHbIE C HAJIWYMEM HEJOKYMEHTHUPOBAHHBIX (HEIEKJIapUPOBAHHBIX )
BO3MOXKHOCTEH B CHCTEMHOM M NPUKJIAJHOM MPOTPaMMHOM OOECIEYEeHUH, UCHOIb3yEMOM B
MH(OPMaLIMOHHON CHUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAesseTcs HeoOXOAMMBIH YpOBEHb 3alMIIEHHOCTH
[T 1n xaxmoit UCIIdn Yupexnenus. Ha ocHOBaHMM aHalM3a aKkTyalbHBIX YIpo3 0€30MacHOCTH
IT/11, onucanHoro B YacTHOM MOJENN aKTyalbHBIX yrpo3 U BeposTHoro Hapymurens UCII/Ix n
Otuera o0 pe3yibTaTax IMPOBEIEHUS BHYTPEHHEH NIPOBEpKE, JAENaeTcsl 3akKIIoYeHHe O
HE00XO/IMMOCTH HUCIOJIb30BAHUS TEXHUUECKUX CPEACTB U OPraHU3aLMOHHBIX MEPONPUATHI JUIs
obOecneuenus Oe3zonacHoctu [1/IH. BpiOpaHHble HEOOXOIUMMBIE MEPONPUATHS OTpaXaroTCs B
[Tnane MeponpUATHIA 110 3aIIUTE NEPCOHAIBHBIX JaHHBIX.

Jns kaxxnoit UCIIJIH nomkeH ObITh COCTaBIIEH CIMCOK UCIOJIb3YEMBIX TEXHUYECKUX CPEJICTB
3alUTHI, @ TaK K€ MPOrpaMMHOro oOecreyeHus, ydactByromiero B oOpadotke I1/IH, Ha Bcex
sanementax UCII/IH:

- APM nonp30BaTese;

- CepBepa NpUII0KEHUI;

- CYB/;

- ['panuna JIBC;

- KananoB nepegaun B ceTu OOILIETro MOJB30BaHMA U (MJIM) MEXKIYHApOJHOTO OOMEHa,
eciu no HuM nepenarores [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd UCII[IH n axtyansHbIX yrpo3, C3I1/In moxer
BKJIFOYATh CJIEYIOIIUE TEXHUYECKUE CPEJICTBA:
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- aHTUBHMPYCHBIE CPE/ICTBA AJIsl pad04MX CTAHIMH IOJIb30BATENEH U CEPBEPOB;

- CpPElICTBA MEXCETEBOI0 IKPAaHUPOBAHUS;

- cpelcTBa KpUNTorpaguyeckoi 3auTsl HHGOPMALMK, IpU Nepeaaye 3aluiaeMon nH-
- (hopmanuu Mo KaHaaM CBSI3H.

Tak ke B CIIUCOK JOJKHBI OBITh BKIIOYEHBI (DYHKIIMU 3aIIUThI, 00eCIeunBaeMble ITaATHBIMU
cpeactBamu oOpabotku [1/ln onepamumonusiMu  cucremMamu (OC), mnpuxnagaeiM 110 nu
CHeLMalIbHBIMU KOMILJIEKCAMHU, PeaIM3yIOIIUMHU cpescTBa 3amuThl. CriMcoK (DYHKUMHA 3aIlUThI
MOJKET BKJIIOYATh:

yIpaBJIEHUE U Pa3rPaHUYEHUE JI0CTYIIa 0Ib30BaTENEH;
PETUCTPAIMIO U yUYeT ACUCTBUH ¢ nHpOpMaLneH;

- o0ecrieunBaTh LEJIOCTHOCTb JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUI BTOPKECHHIA.

Crucok HCIONMB3yeMbIX TEXHHYECKHUX CpEACTB OTpakaeTcs B Ilmane Mepompusatuil mo
3alllUTEe MEPCOHAIBHBIX NAaHHBIX. CIMCOK HCIOJIb3YEMBIX CPEACTB JIOJDKEH IOJAJIEP)KUBATHCS B
aKkTyalbHOM cocTOosiHMM. Ilpn u3MeHeHHMH cocTaBa TEXHMYECKMX CpEACTB 3allUThl WIN
anemenToB MCIIJIH, COOTBETCTBYIOIIME W3MEHEHHs IOJDKHBI ObITh BHeceHbl B CIHUCOK H
YTBEPXKICHBI AUPEKTOPOM YUPEKICHUS WUJIM JIMIIOM, OTBETCTBEHHBIM 3a OOecleueHUe 3allUThl
TT1n.
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4 TpedoBanus k nmogcucremam C3I1n

C3I11u BiIFOYAET B ceOs CICAYIOIINE MTOJICUCTEMBI:

- YIIpaBJIEHUS 1OCTYIIOM, PETUCTPALIM U YUETa;

- oOecrie4eHusl LIEJIOCTHOCTH U JOCTYITHOCTH;

- QaHTUBUPYCHOM 3allUTHI;

- MEXCETEBOI'0 IKPAaHUPOBAHUS;

- aHaJIM3a 3aIUIICHHOCTH;

- 00HapyKeHUsl BTOPKEHMUI;

- KpUITOTpaUECKON 3aIUTHI.
[Moacucremsr C3I1/IH mMeroT pa3nuuHblii (GyHKIMOHaAN B 3aBUcHMMOcTH oT Kiacca MCIIH,
OIpesielIeHHOro B AKTe Kiaccu(uKauuu HH(OPMALMOHHBIX CHCTEM IEPCOHAJbHBIX JIaHHBIX.
Crucok cooterctBus (pynknuii noacucrem C3IIJIH kiaccy 3amuIneHHOCTH MPEICTaBICH B
[Tpunoxxennn Ne 1.

4.1 MoacucreMpl ynpapJieHHs1 JOCTYIIOM, PETHCTPALUNA U y4eTa

[Toncucrema ynpaBiaeHHUs JOCTYIIOM, PETUCTPALMM U yueTa MpeHa3HaueHa JUIsl pealn3aluu

CIenyoMmUX (yHKITHI:
- UACHTU(UKAIMH U TIPOBEPKA IMOITMHHOCTH CyOBeKTOB poctymna npu Bxoae B UCIIT/H;
- UJIeHTU(UKAUKA TEPMHUHAIIOB, y3JI0B CETH, KaHAJOB CBS3U, BHEIIHHX YCTPOMCTB MO
JIOTUYECKUM UMEHaM;
- WAeHTU(UKAIMKU TPOTpamMM, TOMOB, KaTajoros, (aiiioB, 3amuceil, Mmouen 3amucei 1o
UMEHaM;
- perucTpanuud BxoJa (BbIXOAa) CYOBEKTOB JOCTyNa B CUCTeMY (M3 CHUCTEMBI), JTUOO
perucrpanus 3arpy3Ku U MTHULMAIU3al1uy ONePallMOHHON CUCTEMBI U €€ OCTaHOBA.
- perucTpaiuy NombITOK JOCTYIa MPOrPaMMHBIX CPEACTB (MPOrpaMm, MPOILIECCOB, 3a1ad,
3aJJaHMii) K 3alIUIIaeMbIM (aiiiam;
- PETUCTpaLMHK MTONBITOK JOCTYIIa IPOrPAMMHBIX CPEJICTB K TEPMHUHAIAM, KaHaJIaM CBSI3H,
- IporpaMMaM, TOMaM, Karajioram, (aiaam, 3amucsiM, MOJIIM 3alHCen.

[Toncucrema ynpaBiaeHHS JTOCTYIIOM MOXKET OBITh peali30BaHa C IMOMOIIBIO IITATHBIX
cpenct oopadotku [1/Jn (onepammonnsix cucteM, npuioxkenuid 1 CYBJI). Tak ke MoxkeT ObITh
BHEJPEHO CIELMAIBHOE TEXHUYECKOE CpPEICTBO WIM HUX KOMIUIEKC, OCYLIECTBIIIOIINE
JIOTIONTHUTEIIbHBIE MEphl 10 ayTeHTU(UKALKUKU U KOHTpodro. Hampumep, npuMeHeHHE eIMHBIX
XpaHWIUI]  y4YeTHBIX 3alucedl  MoJib30BaTelel W perucTpallMoOHHOW  MHQOpMaIu,
UCIIOJIb30BaHUE OMOMETPUUECKUX U TEXHUYECKUX (C MOMOIIBIO 3JEKTPOHHBIX IMPOMYCKOB) MEp
ayTeHTU(UKAIUU U IPYTUX.

42 Iloacucrema odecneyeHu HEJOCTHOCTH M TO0CTYITHOCTH

[Toncucrema obecrnieyeHHsl LETOCTHOCTH U JOCTYITHOCTH IpPEJHAa3HAYeHa s 00ecreueHus
nenoctHoctd u - gocrynHoctd II/[H, mporpammueix u  anmapatHeix cpeacts  WCIIIH
VYupexaeHus, a Tak ke CPeJICTB 3alIUThI, IPU CIy4allHON WM HaMepEeHHOU MOAU(UKAIIH.

Ilogcucrema peanusyercs C IOMOINBK)  OPraHU3allMd  PE3EPBHOTO  KOIMUPOBAHMS
o0OpabaTbhIBaeMbIX JITaHHBIX, a TAK K€ pe3epBUPOBaHUEM KitoueBbIX seMeHToB MCIT/H.

4.3 MoacucreMa aHTHBHPYCHOI 32 AT

[ToncucremMa aHTUBHPYCHOM 3aIllMTHl TNpeAHAa3HaueHa Il oOecreueHuss aHTHUBUPYCHOM
3amuTel cepBepoB 1 APM nonb3oBareneit UCITAn Yupexaenus.
CpencTBa aHTUBHUPYCHOM 3aIIUThI IPEAHA3HAUEHBI [Tl pealli3aliy CIeAYIOMUX (PyHKINN:
- PE€3UICHTHBIN aHTUBUPYCHBI MOHUTOPHHT
- AaHTUBUPYCHOE CKaHUPOBAHUE;
- CKpHUIT-O0JIOKMPOBAHUE;
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- UEHTPaJU30BaHHYIO/YJAJIEHHYI0  YCTAHOBKY/IEWHCTAUIALUIO  AHTUBUPYCHOIO
MPOJYKTa, HACTPOWKY, AIMHHHCTPUPOBAHUE, MPOCMOTP OTYETOB M CTATHCTUYECKOU
nHpopMaIuu 1Mo paboTe MPOAYKTa,
- aBTOMAaTH3UPOBAHHOE OOHOBIICHUE AaHTUBUPYCHBIX 0a3;
- OrpaHUYEHHE MPaB MOJB30BATENs] HA OCTAHOBKY HCIIOJIHAEMBIX 3a7a4 U U3MEHEHUs -
HACTPOCK aHTUBUPYCHOT'O MTPOTPAMMHOTO OOECIICUCHHUS,
- aBTOMAaTHUYECKUI 3aIyCK Cpa3y Mociie 3arpy3KH ONepalliOHHON CUCTEMBI.

[Toncucrema peanu3yercs MyTeM BHEIPEHHS CIICIUATBHOTO aHTHBUPYCHOTO MPOTPAMMHOTO

obecneueHus Ha Bce aeMeHTsl UCIT/IH.

44 IToacucreMa MeKCeTEBOIO IKpPaHUPOBaHUA

[ToncucremMa MEXKCETEBOTO 3KpaHWPOBAHUA MpelHA3HAYeHa IS pealu3aliy CISAYOIINX
byHKIM:
- (uIbTpaIy OTKPHITOTO M 3amu@poBaHHOro (3akpbiToro) IP-Tpaduka mo ciemyronmm
napameTpam;
- (uxcamyu BO BHYTPEHHHX >XypHajaX HH(OpPMAalKMU O MPOXOIAIIEM OTKPBHITOM U
3akpeiToM [P-Tpaduxe;
- uAeHTU(UKAIMK U ayTeHTU(UKALUIO aIMUHUCTPATOPa MEXKCETEBOTO SKpaHa IMpH €ro -
JIOKaJIBHBIX 3allpocax Ha JOCTYI;
- perucTpanuu Bxoja (BbIXOJa) aAMHHHCTpATOpa MEXKCETEBOr0 JKpaHa B cucTeMy (U3
CHCTEMBI) TN0O0 3arpy3KH U MHUIMATH3AINUN CHCTEMBI M €€ TIPOTPaMMHOT0 OCTAaHOBA;
- KOHTPOJIS [IEIOCTHOCTH CBOEH MpOorpaMMHON U MHGOPMAITMOHHOMN YacTu;
- (WIbTpalMU MAKETOB CIY)KEOHBIX IPOTOKOJOB, CIYXKAIIUMX UIsl AMArHOCTHKH U
yrpaBieHus: paboTOI CEeTEBBIX YCTPOUCTB;
- (UIBTpallMM C yYETOM BXOJHOTO M BBIXOJHOTO CETEBOTO MHTepdeiica Kak CpeiacTBO
MPOBEPKU MOJIJTMHHOCTH CETEBBIX aJPECcOB;
- pETUCTpaIMY U YYeTa 3arpaiinBacMbIX CEPBUCOB MPHUKIATHOTO YPOBHS;
- OJOKMpOBaHUS JOCTyHa HEMJIEHTHU(PULUUPOBAHHOIO OOBEKTa WM CYObBEKTa,
NO/UIMHHOCTh  KOTOPOTO TIpY  ayTeHTH(HKAIMA HE TMOJATBEPIMIACh, METOJaMH,
YCTONYMBBIMU K MIEPEXBATY;
- KOHTPOJIS 32 CETEBOW aKTUBHOCTHIO MPHIIOKEHHI U O0OHAPYKEHHUS CETEBBIX aTakK.
[Toncucrema peanusyercs BHEAPEHUEM ITPOrPaMMHO-AIIAPATHBIX KOMIUIEKCOB MEKCETEBOT0
sKkpaHupoBaHus Ha rpanule JICB, kinaccom He Huke 4.

4.5 MoncucreMa aHaIM3a 3aIMIIEHHOCTH

[Toncucrema aHanmu3a 3alUIIEHHOCTH, J0JDKHA OOECIeYMBATh BBISBICHUS YSI3BUMOCTEH,
cBsA3aHHBIX ¢ omuOkamu B KoH¢purypauu [10 UCIIIH, koTopble MOTYT OBITH HCIOIb30BaHbI
HapyIIUTEIEM JUIsl peaU3allii aTakKd Ha CUCTEMY.

@YHKIMOHAN TOACUCTEMBl MOXXET OBITh pPEaJTU30BaH MPOrPaMMHBIMU U MPOrPaMMHO-
anmnapaTHbIMH CPEICTBAMHU.

4.6 ToacucremMa 0GHAPY/KEHUsI BTOP/KEH Ui

[Toncucrema oOHApY)EHUS BTOPKEHUMH, TOJKHA 00ECTIeYMBATh BHISIBIEHUE CETEBBIX aTak Ha
anemenThl UCII/IH, moakitoueHHbIe K CETSM OOIIEro MOJb30BaHUS U (MIM) MEXIYHAPOIAHOTO
oOMeHa.

@OYHKIMOHAN MOACUCTEMBl MOXXET OBITh pPEaJTu30BaH MPOrPaMMHBIMU U MPOrPaMMHO-
anmnapaTHbIMU CPEICTBAMH.

4.7 Tloacucrema KpunTorpagpu4ecKoii 3amuThI

[Toacucrema kpunTorpaguyeckoil 3ammuThl TNpenHasHadeHa it uckimoueHus HCI
3anumaemoit uapopmanuu B UCII/IH Yupexxaenus, npu ee nepeaayu Mo KaHajaM CBSI3U ceTel
00111er0 MOTK30BaHMS U (MJIH) MEXKTYHAPOIHOTO OOMEHA.
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[Toncucrema peanu3yercs BHEAPEHHUEM KpUNTOrpadUyecKUx MpOorpaMMHO-anNnapaTHbIX
KOMILJIEKCOB.
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5 IoabsoBarenn nuCnan

B UCIIAu VYwupexaeHuss MOXXHO BBIICIUTh CIEAYIOIIME TIPYHIbl I0J1b30BaTENEH,
yuacTBYIOIINX B 00paboTke u xpanenuu [1/1n:
- Anmunuctparopa UCII/Ix;
- AnmunancTparopa 6e3omacaoctu UCITH;,
- Onieparopa APM;
- AIMUHUCTpATOpa CETH;
- TeXHUYECKOT0 CIeIHaIicTa M0 00CITYKUBAHHIO TEpH(PEPUITHOTO 000PyI0BaHUS;
- [Iporpammuct-pazpadotunk UCIT/IH.
JlaHHble O rpymnmax MHOJb30BATENSAX, YPOBHE MX JOCTyNa U WH(POPMHUPOBAHHOCTU JIOJIKEH
ObITh OTpakeH B [loyiokeHnn 0 pa3rpaHUYeHHUH MPaB AOCTYIA K NEPCOHATbHBIM JaHHbBIM.

5.1 Axmunucrparop UCII/In

Anmunuctpatop MWCII/[IH, coTpyaHuK VYupexaeHus, OTBETCTBEHHBI 3a HAaCTpPOMKY,
BHepenue U conpoBoxaeHue MCIIIH, obGecrieunBaeT (QyHKIMOHUPOBAHHE IOJCHUCTEMBI
ynpasinenuss jgocrynom MCIIJlH ¥  yHOJHOMOYEH OCYIIECTBISATh IPEAOCTaBICHUE U
pasrpaHMyYeHHE JOCTyIa KOHEUHOro nonb3oBatens (Oneparopa APM) k anemMeHTaM, XpaHALM
IIEPCOHAJIBHBIE TAHHBIE.

Anmunuctpatop MCII/IH o6nanaeT ciaenyromuM ypoBHEM J0CTYTIa U 3HAHUM:

- oOmajmaer mONHON uWHpOpMaNKMEH O CHUCTEMHOM U MPHKIATHOM IPOrPAMMHOM
ob6ecnieuenun UCII/H;

- 00amaeT moaHON MH(pOPMAIel 0 TEXHUYECKHX cpencTBax U koHpurypauuu UCI1/IH;
UMeeT JOCTYH KO BCEM TEXHHYECKMM CpelcTBaM 0O0paboTKM HMH(pOpMAlMU U JaHHBIM
NCTIH;

- o0naiaeT npaBaMyu KOH(GUTypUPOBaHUS U aIMUHUCTPATUBHOM HACTPONKH TEXHHUUECKUX
cpencts UCII/n.

5.2 Aamunucrparop 6esonacnocru UCIIn

Anmunuctpatop Oe3omacHoct MCII[IH, coTpynHHMK YupexaeHus, OTBETCTBEHHBIH 3a
¢yukuuonuposanue C3I1JIH, Bxirouas oO0cCiIyXMBaHME M HACTPOMKY aJIMHUHUCTPATUBHOM,
CEPBEPHOM U KIIMEHTCKOM KOMITOHEHT.

Anmvunnctparop 6e3onacHoctu UCIIJIH o6nanaer ciaeayromuM ypoBHEM JOCTYIA U 3HAHUMN:

- o0nagaer nmpaBamu Anmunuctparopa MCII/IH;

- obmanaet nostHou nHpopmarment 06 MCIx;

- MMEeT JOCTYI K CPEJCTBaM 3alIUThl MH(OpMAIMK U MPOTOKOJMPOBAHHUS U K YacTH
kioueBbIx dnemeHToB UCIIH;

- HE HMMEeT MpaB JOCTyNa K KOH(QUIYPUPOBAaHMIO TEXHHUECKUX CPEACTB CETH 3a
UCKJIIOYEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHocty MCIT/IH ynoiaHomoueH:

- peanu30BBIBaTh MOJUTHUKY Oe3omacHocTH B yacTu Hactpoiiku CK3U, mexcereBbIx
HKPAHOB M CHUCTEM OOHApYXEHHUs aTaK, B COOTBETCTBHM C KOTOPBIMH I10JIb30BATEINb
(Oneparop APM) nomydaet BO3MOKHOCTh paboTath ¢ anemernTamu UCIT/IH;

- OCYUIECTBIIATH ayIUT CPEJCTB 3aLIUTHI;

- YCTaHABIIMBATh JOBEPUTEIIbHBIE OTHOLLIEHUS CBOEH 3aIUIIEHHON CETU C CETSIMH IPYTHX
Opranuzanui.

5.3 Oneparop APM

Omneparop APM, coTpyaHuk YupexaeHus, ocymecTBistonuii oopadorky I1/[n. O6paboTka
II/Tn Brirodaer: BO3MOXHOCTH mnpocmorpa II/IH, pyunoit BBox II/IlH B cucremy WCII/IH,
¢dopmHpoBaHUE CIIPaBOK M OTYeTOB MO HH(popmaruu, noxydenHod u3z MCIIn. Omneparop He
MMEET MOJTHOMOYHUHN AJIs yIIpaBieHus nojcucreMaMu o0padotku aanubix u C3I1/1H.
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Omnepatop UCII[IH o6namaer caeayommuM YPOBHEM A0CTya U 3HAHHM:
- obmamaer BceMH  HEOOXOAMMBIMM  aTpuOyramu  (Hampumep,  HapoJiem),
00ecIeunBarOIIMMH JOCTYI K HEKOTOpOMY MoaIMHOXecTBY [1/1H;
- pacrionaraeT KOH(UACHINAIBHBIMU JaHHBIMHU, K KOTOPBIM HMEET JTOCTYII.

5.4 Axmunucrparop cetn

AZIMUHHCTPATOP CETH, COTPYIHHUK YUPEKACHHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHHPOBAHUE
TeJleKoOMMYHUKalMOHHOW moacuctembl UCIT[IH. AAMUHHUCTpATOpP CETH HE UMEET MOJTHOMOYMIA
JUISL yIIpaBIICHHs! TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJIMUHUCTPATOP CETH 00J1a1aeT CIECAYIOIIUM YPOBHEM JI0CTYIIa U 3HAHUM:

- obOmamaer dYacTel0 HMHGOPMAIMM O CUCTEMHOM M TNPUKIAJHOM IPOrPAMMHOM
ooecneuennn UCITIH;

- 00aaer yacTeio HHPOPMALIMU O TEXHHUECKUX cpeacTBax u KoHpurypamun UCI1/IH;
uMeeT (PU3MYECKHIl MOCTym K TEXHHYECKHM CpelcTBaM oOpaboTKuM HHpOpMAIUU U
CpeICTBaM 3allHTHI;

- 3HaeT, 10 MEHBIIIeH Mepe, O/IHO JIETAIbHOE UMsI IOCTYTIA.

5.5 TexHuYeCKHi CHENUAINCT 10 00CIYKHBAHKIO NeprdepuiiHoro o6opyaoBanus

TexHUYEeCKUH CHeUaInuCT MO OOCHY)KMBAHUIO, COTPYIHUK YUpPEKIEHUs, OCYIIECTBISACT
oOcinyxuBaHue U HacTpoiiky mnepudepuitnoro obopynoBanus WCII[Jn. Texuuueckuit
CIICLUATIUCT MO OOCHy)XMBaHUIO HEe uMeeT noctyna kK [I/lH, He uMMeeT MOTHOMOUWN HJIst
yIpaBiIeHUs MOJCUCTEMaMU 00paOOTKU JaHHBIX M 0€30MaCHOCTH.

TexHUYeCKU# CIeIMaIicT MO OOCTYXKHBAaHHUIO O0JagaeT CIEAYIOINIMM YPOBHEM JOCTYIa H
3HAHUU:

- oOnazaer 4acTbl0 MH(OpPMALMM O CHUCTEMHOM M NPUKIAJHOM [POrPaMMHOM
ob6ecnieuenun UCII/n;

- 00amaer 4acTeio HHPOPMALIMU O TEXHHUECKUX cpeacTBax u KoHpuryparun UCI1/1H;
3HAET, 10 MEHBILIEH Mepe, OJIHO JIETAIbHOE UM TOCTYIIA.

5.6 Mporpammucr-paspadorunk UCII/In

[TporpaMMuUCTBI-pa3pabOTUMKH (IOCTABIIMKH) MPUKIAJHOTO MPOrPaMMHOTO OOeCreueHHUs,
oOecrieynBaroIIve €ro COMpOBOXKICHHE Ha 3amuiiaeMoM oobekte. K manHo#l rpymme moryt
OTHOCHUTBCS KaK COTPYJHUKH Y UPEXKICHNUS, TaK U COTPYAHUKN CTOPOHHUX OpPraHU3aLui.

DU3NYECKOE JIUIIO 3TOM KaTErOpUH:
- obmagaer uHdopmMarmer 06 aaropuTMax M mporpammax oOpaboTKu MHOpMAaLKU Ha
NCTIH;
- 0051a/1aeT BO3MOXHOCTSIMM BHECEHHsI OLIMOOK, HEJCKIAPHUPOBAHHBIX BO3MOMXHOCTEH,
IPOrPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MpOrpaMM B MpPOrpaMMHOE OOecredeHue
WCIIIH Ha ctaauu ee pa3pabOTKU, BHEAPEHUS U COTIPOBOXKICHMUS;
- MOXeT pacrnojiaraTh J00bMH (pparmeHTamMu uUHGpopManuu o tomnojoruun UCIIx u
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl [1/]H, o6pabdaTeiBaembix B UCII/IH.
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6 TpeGoBanus K mepconaty 1o odecmedenno 3amutobr I1IH

Bce corpynnuku Yupexnenus, sipistomuecs: mnonb3zoBarensiMu WCIIIH, HOmMKHBI 4eTKO
3HaTh M CTPOTO BBINOJHATH YCTAHOBJIEHHbIE MpaBWia M OOSI3aHHOCTH IO JOCTYIy K
3allMIIaEMbIM O0BEKTaM U COOJIIOJIEHUIO IPUHATOTO pexuma OezonacHoctu [1/1H.

IIpu BCTymleHMH B JOJDKHOCTH HOBOI'O COTPYIHUKA HENOCPEICTBCHHBI HavalbHUK
NoJpa3elicHusl, B KOTOPOE€ OH IOCTYyNaeT, 00s3aH OpraHu30BaTh €ro O3HAKOMJIEHUE C
JOJDKHOCTHOM ~ MHCTPYKLMEH W HEOOXOOMMBIMHM  JOKYMEHTaMH, pErJIaMeHTUPYIOIIUMU
TpeboBanuss mo 3ammre IIJ[H, a Takxke oOyuyeHHE HaBBIKAM BBIIIOJHEHUS TPOLEIYD,
HEOOXOUMBIX JJIsl CAHKIIMOHUPOBaHHOTO ucnoib3oBanus UCII/Ix.

CoTpyIHHK OJKEH OBITh O3HAKOMJIEH CO CBEACHHMAMHU HacTosmeil [loinTHKM, MPUHATHIX
npouenyp padotsl ¢ anementamu UCIT/In u C3I1/]H.

CoTpynHUKH YUpexIeHUs, HCIOJB3YIOIINE TEXHHUUECKUE CpEICTBA ayTeHTU(UKALUH,
JOJDKHBI  00ECTIeYMBAaTh COXPAHHOCTh HACHTHU(PHKATOPOB (RJIEKTPOHHBIX KJIIOYEH) U HE
nonyckate HCJ[ x HuUM, a Tak k€ BO3MOXHOCTb UX YTEpU WJIHM HCIOJb30BAHUS TPETHBUMHU
munamu.  [lonp3oBarenu  HECyT  MEpPCOHAIBHYIO  OTBETCTBEHHOCTh 3a  COXPaHHOCTh
UIEHTU(PHUKATOPOB.

CoTpyaHUKH YupexKIeHHs! TOJIKHBI CI€I0BaTh YCTAaHOBJIEHHBIM IPOLEAYpaM MOAIEpKaHus
pexxuma OezonacHocty I1/IH npu BbIOOpe M MCHOIB30BAHUU Napoiiell (ecau He MCIOJb3YHOTCS
TEXHUYECKUE CPEICTBA AyTCHTU(PUKALINH).

CoTpynHUKH YUpexIeHHs AOJDKHBI 0OecledrBaTh HaJIKAIIYI0 3allUTy O0OpYAOBaHUS,
OCTaBJIsIeMOro 0e3 MPUCMOTpPa, OCOOCHHO B TeX CIyYasx, KOTJa B IMOMEIICHHE MMEIOT JOCTYII
IIOCTOpPOHHUE JHla. Bce monb3oBarenu AOMKHBI 3HaTh TpeOoBaHUs 1o Oe3omnacHoctH [1IH u
IpOLEAYpPHI 3alIUThI 000PYA0BaHNUs, OCTABICHHOIO 0€3 MPUCMOTpPA, a TAKXKE CBOU O0S3aHHOCTH
110 00eCIIEeYeHHIO TaKOM 3alUTHI.

CoTpyaHMKaM 3alpeliaercs YCTaHaBIMBaThb IIOCTOPOHHEE IPOrpaMMHOE OOecleyeHue,
HOJKJII0YaTh JIMYHbIE MOOMJIbHBIE YCTPOHCTBA U HOCUTEIM MHGOpPMAIMY, a TaK K€ 3alHChIBaTh
Ha HUX 3alUIIaeMyI0 HHPOPMAIIHIO.

CoTpynHHKaM 3amperiaercss pasriamarh 3allyiaeMyl0 MHPOPMAaLUIo, KOTopas cTaja UM
U3BECTHA IIpH paboTe ¢ NH(YOPMALMOHHBIMU CUCTEMAaMHU Y UPEXKACHUSI, TPETHUM JIULIAM.

[Tpu pa6ore ¢ [1[1n B UCII/IH coTpynHuKN YupexaeHus o0s3aHbl 00€CeUnTh OTCYTCTBUE
BO3MOXKHOCTH npocMmoTpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM mnu tepmMuHanos.

I[Tpu 3aBepmienuu padotsl ¢ UCIIJ/IH coTpyaHuku o0s3aHbl 3aMTUT, APM Wi TepMHUHAIbI
C TOMOIIBIO OJOKMPOBKM KJIHOYOM MJIM 3KBUBAJIEHTHOIO CpEICTBA KOHTPOJS, HaIlpUMeEp,
JIOCTYIIOM IO MAapOJII0, €CIIU HE UCTIONB3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3ALUTHI.

CotpynHukH Y4upexaeHHs AO0JKHBI ObITh NMPOUH(DOPMHUPOBAHBI 00 yrpo3ax HapylIEeHUs
pexxuma Oe3omacHocTd I[IJIH M OTBETCTBEHHOCTH 3a ero HapymueHue. OHM JOJKHBI OBITH
O3HAKOMJIEHbI C YTBEP)KICHHOW (QOpMaJIbHON NpOLEAYypOH HAOKEHUS UCHUIUITMHAPHBIX
B3bICKaHMH Ha COTPYJHHUKOB, KOTOPbIe HapyIImin [onuTHKy HHPOPMALIMOHHOM 6€30MMacHOCTH U
npoueaypst 6esonacuoctu [1/1H.

CoTpynHuku 00s3aHBI 03 TpoMeaNieHus cooOmarh 000 BceX HaOMIOIaeMbIX WU
noA03puTenbHbIX cinydasx padotel UCIIH, Morymux moBjeds 3a coO00M yrpo3bl 0€30MacHOCTH
IIIn, a Takke O BBIABICHHBIX HMH COOBITHSX, 3aTparuBarommx Oe3omacHocTs I1/IH,
PYKOBOJCTBY MOJpa3/IeieHHs U JIUIlY, OTBEYAIOIIEMY 3a HEMEJICHHOE PearnpoBaHue Ha YIpO3bl
oe3onacHocTH [1]1H.
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14 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIn

JomxHocTHbIE 00s13aHHOCTH TTonb30Bareseid MCII/H onncanbl B CIEAYIOMNX JOKYMEHTAX:
- Uucrpykums agmuauctparopa UCIT/IH;
- Unctpykuus agmunuctparopa 6e3onacaoctu UCIH;
- Uuctpykuus nons3zosatenss UCI/IH.
OtBerctBeHHOCTH cOoTpyaHUKOB UCII/IH Yupexnenus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 uroist 2006
r. No 152-03 «O nepcoHanbHbIX JaHHBIX» JIMIA, BAHOBHBIC B HAPYIICHUU TPEOOBAaHUI JaHHOTO
@denepanbHOrO0  3aKOHA,  HECYT  TPAaXIAHCKYI0,  YrOJIOBHYK,  aJMUHUCTPaTUBHYIO,
JUCLUIUIMHAPHYI0O M HHYIO IPEITYCMOTPEHHYIO 3aKoHoAaTenbcTBoM Poccuiickoin denepaunu
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHOAATenbCcTBO P®  mo3BosisieT MpeabsBIATH  TPeOOBAaHUS IO
obecrieyeHnto Oe3zomacHOM paboOTHl € 3amMIaeMoil HMHQpOpManueil W mpeaycMaTphBaeT
OTBETCTBEHHOCTb 3a HAapyLICHHE YCTAaHOBJICHHBIX IIpaBWJ J3KcIulyaraunun OBM u cucrewm,
HENPAaBOMEPHBIM JOCTYyN K HH(OpMalMM, €CIM 3TU JEHUCTBUS MPHUBEIN K YHUUYTOXKEHHIO,
0JIOKMPOBAHMIO, MOAU(PHUKAIIMN HHPOPMAIMH UK HapyIlieHuto pabotel DBM unu cereit (ctathu
272,273 1274 YK PO).

Anmunuctparop UCIIAn u agmunuctpatop 6e3omacnoctu UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JIEWCTBHUSA, COBEPIICHHbIE OT MMEHU MX YYETHBIX 3alMCEld WIM CUCTEMHBIX YUETHBIX
3anucel, eciu He TI0Ka3zaH (akT HeCaHKIMOHUPOBAHHOTO MCIIOJIb30BAHMSI YUETHBIX 3aIlHCEH.

[Ipu HapymeHusx coTpyAaHuKamMu YupexaeHus — nosb3oBareneit HWCII/In npasuin,
CBsA3aHHBIX C Oe3omacHocThio II/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBIICHHYIO
JIEHCTBYIOIMM 3aKoHOAarenbcTBOM Poccuiickoit denepanuu.

[IpuBenenHble BbIlle TPeOOBAaHUS HOPMATHUBHBIX JAOKYMEHTOB IO 3aliuTe WH(MOpMAaIHUU
JOJDKHBI OBITH OTpakeHbI B [10OKEHUSX O MOJpa3/eieHUus X Y UpexIeHHs, OCYIIECTBISIFOIINX
o6pabotky I1/Jn 8 UCII/IH 1 1OMKHOCTHBIX HHCTPYKIUSAX COTPYIHUKOB YupexxneHuu.

Heobxonumo BHectu B IlonokeHust o mojpasfeneHusiX YUpeKIACHHs, OCYIIECTBISIOIINX
o6pabotky I1/In B UCII/IH cBeneHust 06 OTBETCTBEHHOCTH MX PYKOBOIMTEIEH U COTPYIHUKOB
3a pasrjalleHue W HECAaHKLIHOHUPOBAaHHYIO MoJupuKalnuioo (MCcKaxeHue, (aabCUPUKALUIO)
[T/, a Takke 3a HENPaBOMEPHOE BMELIATEIBCTBO B IPOLECCHI UX ABTOMAaTHU3MPOBAHHOMN
00paboTKH.
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8 CnucoK HCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMAaTHBHO-IIPABOBBIMM M METOJMYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
Oazupyertcs Hacrosiee [lonoxxeHue SBISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalabHBIX JaHHBIX» (Hanee —
®3 «O mnepcoHaNbHBIX JAaHHBIX»), YCTAaHABIWBAIOIIWNA OCHOBHbIE MPHUHIIUIBI U YCIOBHS
obpabotku I1]IH, mpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH, CBSI3aHHBIX
¢ obpabotkoii [1][H.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @epepaunu ot 1Hos0pst 2012 1. Ne 1119 «O6
YTBEpXKACHUM TpeOOBaHMIM K 3alllUTe MEPCOHAIBHBIX JaHHBIX MpPH UX 00paboTke B
UH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaHHBIXY.

3 «llonoxenue 06 0COOEHHOCTAX 00PaOOTKHU MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIEMON O€3
UCIIOJIB30BaHUs CPEACTB aBTOMATU3alMny, yTBepkaeHHoe [locranoBienunem [IpaBurenscra PO
o1 15.09.2008 r. Ne 687.

4 (TpeboBaHMs K MaT€pUAIBHBIM HOCHUTEISIM OMOMETPUUYECKUX MEPCOHAIBHBIX JAaHHBIX U
TEXHOJIOTUSIM XPaHEHUS TaKUX JaHHBIX BHE HMH()OPMAIIMOHHBIX CHCTEM IEPCOHAIBHBIX
JaHHBIX», yTBepkAeHHbIe [locTranoBnenneM [IpaBurenscrBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHo-metoauueckue aokyMeHThl denepanbHoil Ciiy:kObl IO TEXHUYECKOMY U
sKcrepTHOMY KoHTpolto Poccuiickoit denepanuu (nanee - ®CTOK Poccun) mo obecneueHuro
6e3omacuoctu [1/]x pu ux obpadotke B UCIT/IH:

6 Pexomenauu no obecredeHro 0€30MacHOCTH MePCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX MaHHBIX, yTB. 3aM. aupektopa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOINPUATHUS 10 OPraHU3ALUN U TEXHUYECKOMY 00€CIeUeHUI0 0€30MacHOCTH
NEPCOHAIBHBIX JaHHBIX, 00pabaTbiBaeMbIX B HWH(OPMALMOHHBIX CHCTEMaxX IEPCOHATBHBIX
naHHbIX, YTB. 3am. nupekropa @CTOK Poccun 15.02.08 r. (ACII)

8 bazoBas momenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU HX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX, yTB. 3am. aupekropa ®CTIK Poccun
15.02.08 r.

9 Metoauka onpeeNeHus aKTyallbHBIX yIpo3 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX TPH UX
00paboTke B MH(POPMALMOHHBIX CHUCTEMax IEPCOHANBHBIX JaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpuiaoxenue 1

Ne [Tnan - nepevyeHb TEXHUYECKUX MeponpusaTHii o odecnieuennu 6e3onacaoctu UCIT K3 K2 K1
| B noxcucreme ynpaiieHUs TOCTYIIOM:
PeanuzoBath uieHTUGUKALNIO U IPOBEPKY MOATMHHOCTU CYyOBEKTOB IOCTYIIA IPU
1 Bx0ji¢ B ornepannonHyto cuctemy UCII/{x no maposto ycaoBHO-TIOCTOSSHHOTO + + +
JIEeNCTBUS, IMHOW HE MEHee MIecTH OYKBEHHO-IIU(POBBIX CUMBOJIOB;
PeanuzoBath uneHTHGUKALIMIO TEPMUHATIOB, TEXHUUECKUX CpeAcTB 00paboTku I1/1H,
2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHATIOB CBsI3H, BHEIIHUX ycTpoiicTB UCIIIH nmo ux - + +
JIOTUYECKUM HUMEHaM (azpecam, HoMepam);
3 Peaﬂlf?;OBaTb IiI’I[eHTI/I(i)I/IKaHI/IIO MpOrpaMM, TOMOB, KaTaJIOTOB, (hailyIoB, 3amucei, i + +
NOJIeH 3anucel o UMEeHaM;
4 Peanu3oBath KOHTPOJIb 1OCTyIa CYOBEKTOB K 3allIMIIAEMbIM PECypcaM B i + +
COOTBETCTBUM C MATPUIIEH TOCTYIA,
npu Hannmuuu nojkimtoueHus MCIIIH k ceTsaM 0011ero nojab30BaHus JOKHO He nmxe 5-ro | He Hmxke 4-ro | He Himke 3-ro
) MIPUMEHSTHCS MEXKCETEBOE IKPAHUPOBAHUE. YpOBHSI YpOBHSI YpOBHSI
3alMIIEHHOCTH | 3alIMIIEHHOCTHU | 3alIMIIIEHHOCTH
Jns obecnieuenust 6e3omacHoro mexcereBoro B3anmoecTsus B UCIx ms He amxe 5-ro He amxe 4-ro He mmxe 3-1o
6 pa3HBIX KJIaCCOB HEOOXOIUMO HCIONB30BaTh MO YpOBHS YPOBHS YPOBHS
3AIIMIIEHHOCTY | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH
1] CpeAcTBo 3alIUThl OT MPOrPaMMHO MaTeMaTudeckux BosnaeicTeuit (IIMB):
PeanuzoBaTh uieHTU(UKALINIO U ayTEHTU(UKAIUIO CYOBEKTOB JOCTYIIA IIPH BXOJE B
CPEICTBO 3aIIUTHI OT MPOTPaAaMMHO MaTemMaTuueckux Bo3aeiicteuil (IIMB) u nepen
1 BBITIOJTHEHHEM MIMHU JIFOOBIX OTIepaIiiii 1o yrpaBieHUI0 PYHKITUSIMH CPEACTBA + + +

3anuThl oT [IMB 1o maposto (MiH ¢ UCTIOIb30BaHHEM HHOTO MEXaHU3Ma
ayTeHTH(HUKAINN) YCIOBHO-TIOCTOSTHHOTO ICHCTBHSI [UIMHOW HE MEHEe MIeCTH
OYKBEHHO-ITM(POBBIX CUMBOJIOB;

[Monurtnka nadopmannonHoit 6e3onacHoctu. Crpanuna 21 u3 29




OCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB JIOCTYIIA IO YIIPABICHUIO
GYHKIUSAME cpecTBa 3amuThl OT [IMB ToJIbKO MMOCIIe TPOBECHHS €0 YCICIITHON
ayTeHTU(UKAINH,

[TpenycMoTpeTh MexaHU3MBbI OJIOKMPOBAHMS IOCTyMA K cpeAcTBam 3amutel oT [IMB
MIPU BBIMOJHEHUN YCTAHABIMBAEMOTI'O YMCJIA HEYJAUHbIX MOMBITOK BBOJIA MAPOJIS;

Heob6xo1uMo mpoBouTh HACHTU(UKAINIO (PAiSIOB, KATAIOTOB, MPOTPAMMHBIX
MOJIyJIEH, BHEITHUX YCTPOMCTB, UCMOJIb3YEMBIX CpeACTB 3amuThl oT [IMB;

B nozcucreme perucrpanuu 1 ydera:

OcymiecTBIATh PErucTpalnio BXoJa (BbIxo1a) Cy0ObeKTa JoCTyla B CUcTeMy (13
CHCTEMBI), THOO PETUCTPAINIO 3arPY3KH U MHULIUAIN3AIUN ONIEPAIMOHHON CHCTEMBI
U €€ IPOrpaMMHOI0 OCTaHOBA. Perucrpanus BbIXOAA U3 CUCTEMBI MIM OCTAHOBA HE
IIPOBOAMTCSA B MOMEHTHI annapaTypHoro otkiatouenust UCIIJIH. B napamerpax
perucTpaimy yKa3blBalOTCs JlaTa U BpeMs BXoa (BbIXxoJa) CyObeKTa J0CTyna B
cUCTEeMY (M3 CUCTEMBI) WJIN 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOAMTH yueT BceX 3allMIIaeMbIX HOCUTeNEH HHPOPMAIH C TOMOIIBIO UX JTH000H
MapKHUPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B KypHaJI (YUETHYIO KapTOUKY);

[TpoBOIUTH perucTpanmio BXo1a/BeIxoja CyObEKTOB JOCTYIA B CPEACTBO 3ALIUTHI OT
IIMB, peructpanuro 3arpy3Ky 1 HHULIHAAIU3ALUY 3TOTO CPEICTBA U €€
IPOTrpaMMHOI0 OCTaHOBa. B mapamerpax perucrpanuu ykasblBaeTcs BpeMs U Jara
BX0/1a/BbIX0/Ia CYOBEKTa JOCTYyIa B CpeACTBO 3amuThl oT [IMB nnun
3arpy3Kn/0CTaHOBA ATOTO CPEICTBA, a TAKXKe UACHTU(UKATOP CyOBEKTa JOCTYyIa,
WHHUIIMAPOBABIIETO JAHHBIE ACHCTBUS;

[TpoBoauTH peructpanuio coobITUil mpoBepku 1 oOoHapyxeHus IIMB. B napamerpax
perucTpaium yKa3blBaroTcs BpeMs U JlaTa NpoBepku win oOHapyxenus [IMB,
UJECHTUPUKATOP CyOBEKTa JOCTYIA, MHUIIMMPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JICHCTBUI IO MPOBEPKE, TUIT 0OHAPY>KEHHOW BPEIOHOCHON
nporpammsl (BII), pe3ysnbrar gefdcTBHii cpeacTBa 3aumThl 1o OnokupoBanuio [IMB;

[TpoBOAKTH pErucTpanuio COOBITUH MO BHEAPEHHUIO B CPEICTBO 3auThl oT [IMB
MakeToB OOHOBJICHUI. B mapameTpax peructpaiuu yKa3pIBarOTCsl BpeMs U JaTa
0OHOBJICHHUSI, UACHTU(PHUKATOP CYOBEKTa JOCTYMa, MHUIIUUPOBABIIETO TaHHOE
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JEHCTBUE BEpCUS U KOHTPOJIbHASI CyMMa MTakeTa OOHOBJICHHUS,

[TpoBoAUTH perucTpanuio coObITUH 3amycka/3aBepileHus padboTbl MOIyJIEH cpeacTBa
3ammtsl oT [IMB. B nmapamerpax perucrpanuy yKasplBalOTCsA BpeMs U JaTa
3armycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MOIYJISI, UICHTU(PUKATOP CYOBhEKTa
JIOCTYTIA, MHUIIMMPOBABIIETO JAHHOE JICHCTBUE, PE3yIbTAT 3aIlyCcKa/3aBepIICHHUS
paboTHI;

JIOJKHA TIPOBOAMTHCS PErUCTPALlUs COOBITHIA yIIpaBlIeHUs! CyOBEKTOM JOCTYIa
¢bynkuusamu cpenctsa 3amuThl oT IIMB. B napamerpax perucrpanuu yka3biBaroTCs
BpEMs U JjaTa COOBITHUS YIIpaBJICHUs KaKI0U (pyHKIMEH, HIEHTUPUKATOP U
cneundukanus GyHKUUHU, UACHTU(DUKATOP CyOBEKTa JOCTYIa, HUHUIUHMPOBABILEr O
JTAHHOE JEeHCTBUE, PE3YyIbTaT IEHCTBUS;

[TpoBoAMTH perucTpanmio COObITUIN MOMBITOK JOCTYIA IPOrPaMMHBIX CPEJICTB K
MOJYJIsIM cpelicTBa 3auThl oT [IMB nnu cneunanbHbeIM J0ByIIKaM. B mapamerpax
pETUCTpAIK YKa3bIBAIOTCS BPEMS M JIaTa MOMBITKH TOCTYIA, HACHTU()UKATOP
MOJyJIsl, UACHTU(UKATOP U crenrduKkanus Moayns cpeacTsa 3amutel ot [IMB
(crienManabHOM JIOBYIIKH), PE3YJIbTAT MONBITKH JOCTYIIA,

[TpoBoAMTH perucTpanuio coobITUI OTKaTa A cpencTa 3ammuTsl or [IMB. B
napameTpax perucTpaluy yKa3blBalOTCS BpeMsl U J1aTa COOBITHS OTKaTa,
cnenuduKanys JeMCTBUIA 0TKaTa, UASHTH(PHUKATOP CYObEeKTa JOCTyIa,
VHUIMMPOBABIIETO JAHHOE JICHCTBUE, PE3YJIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOIU(PUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKpAIlCHUs
OTBEJCHHBIX 10/l HUX PECYPCOB;

12

PeanuzoBarh MexaHM3MBbI IPOCMOTPA U aHANIU3A JAHHBIX PETUCTPALMU U UX
(GuIbTpaluy 1o 3alaHHOMY Habopy MapaMeTpoB;
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13

ITpoBOAMTH aBTOMATUUECKUI HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
SBJISITHCSL TpuanHON peanm3anuu [IMB (co3nanue, perakTupoBaHue, 3aIuCh,
KOMIWISILMSL OObEKTOB, KOTOPBIE MOTYT cosiepkath BII).

14

PeanuzoBaTh MEXaHM3M aBTOMATUYECKOTO aHAIN3a JAHHBIX PETUCTPALMH 110
11a0JIoHaM THIOBBIX nposiBieHnid [IMB ¢ aBTOMaTHUeCKUM UX OJIOKHPOBAaHUEM U
yBEJIOMJICHHEM aIMUHUCTpATOpa 6€3011aCHOCTH;

15

[TpoBOANTH HECKOIBKO BHJIOB y4eTa (AyOIMPYIOIINX) C PETUCTPALIUCH BbIIAYH
(mpuema) HocuTene HHPOPMAIIHH;

16

OcCymiecTBIATh PErUCTPALNIO BX0/a (BBIX01a) CYOBEKTOB JIOCTYIIA B CHCTEMY (13
CHCTEMBI), TMOO0 perucTpanus 3arpy3ku 1 HHULUAIN3aU1 ONlepallMOHHON CHCTEMBI.

17

Ocy1ecTBIATh PErUCTPALIMIO BbIJAUM MT€YaTHBIX (TpaduyecKuX) JOKYMEHTOB Ha
«TBEpAYIO» Konuio. B mapameTrpax perucrpanuu yka3plBaroTcs (JaTa v Bpems
BblJ1auu (0OpaleHus K MoJACUCTEME BbIBOAA), ClICU(HKALHUS YCTPONHCTBA BbIAAYM —
JIOTUYECKOE UMS (HOMEp) BHELIHETO YCTPOICTBA, KPaTKOE COJAEpKaHUE
(HauMeHOBaHMe, BU, MHU(P, KOA) U YPOBEHb KOHPHIECHIIMAILHOCTH JOKYMEHTA,
UACHTU(PUKATOP CYOBEKTA JOCTYIA, 3aIPOCUBILETO JOKYMEHT;

18

Ocy1ecTBIATh PErUCTPALIMIO 3aIlycKa (3aBEepIIeHHsI) TPOrpaMM U IPOLIECCOB
(3amanuii, 3a1a4), NpeJHa3HAYSHHBIX AJIs1 00paboTKH 3amuinaemMsix (aiiinos. B
napameTpax perucTpalry YKa3bIBAIOTCS JaTa U BpeMs 3aIycKa, HMs
(unentudukarop) mporpammsl (Iporecca, 3a1aHus), UASHTUPHUKATOP CyObEeKTa
JIOCTYIIa, 3aIPOCHBIIETO MpOrpamMMy (IIPOLECC, 3aaHue), pe3yIbTaT 3aIycKa
(ycrienHbli, HeyCHeIHbIH — HECAaHKIIMOHUPOBAHHBIH),

19

OCyIIECTBIIATh PETUCTPAIHIO IMOMBITOK JOCTYIIa TPOTPAMMHEIX CPEJICTB (TIpOoTpamm,
MPOILIECCOB, 3aJ1a4, 3aJJaHui) K 3auIacMbiM (aiinam. B mapamerpax perucrpamuu
YKa3bIBAIOTCS J]aTa M BPeMsi MTOMBITKU JOCTYIA K 3alUIaeMomMy (ailiry ¢ ykazaHuem
ee pesynbTara (ycIenrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTUPHUKATOP
cyOBeKTa nocTymna, cenuduKaims 3amnunaemMoro dainia;
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20

OCyIIECTBIATh PETUCTPALHIO MOMBITOK JOCTYIA MPOTrPAMMHBIX CPEJICTB K
CJIETYIOIINUM JIOTIOJIHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JOCTYyTA: TEPMUHAJIAM,
KoMrbtoTepam, y3nam cetu UCII/IH, nuausm (kaHanam) CBsi3U, BHEIIHUM
yCTPOICTBaM KOMITBIOTEPOB, IPOrpaMMaM, TOMaM, Katajioram, (aiiaam, 3amucsm,
MOJISIM 3aruceii. B mapameTpax perucrpanum yKa3plBaloTCs JaTa U BPEMsl TIOMBITKA
JOCTyTA K 3alIUIaeMOMYy OOBEKTY C yKa3aHUEM ee pe3ylibTaTa (ycrelHas,
HEYCIelTHasi — HECAaHKITMOHUPOBAaHHAsI ), MICHTU(DUKATOP CYyOBEKTa JOCTYIIA,
crienuKanys 3aMIaeMoro 00beKTa — JIOTHIeckoe uMs (HoMep);

21

HpOBOl[I/ITB Y4YCT BCCX 3alllUIIIaCMBbIX HOCHUTEICH HH(i)OpMaLII/II/I C IIOMOIIBIO UX
MAapKHUPOBKH U € 3aHCCCHUCM YUCTHBLIX NAHHBIX B )XYpHaJl (y‘lCTHYIO KapTO‘IKY);

22

OcymmecTBIATh OUUCTKY (00HYJICHHE, 00e3IMIMBAaHIE) OCBOOOKIAEMBIX 00JIacTei
OTIepaTUBHON MaMsATH KOMIIBIOTEPOB U BHEIIHUX Hakomurtese. Ouncrka
OCYILECTBIISICTCS] OTHOKPATHOW IPOM3BOJILHOM 3aIHMCHI0 B 0CBOOOKIAEMYIO 00JIaCTh
MaMsITH, paHEee UCIIOIb30BAHHYIO JJI XpaHEHUs 3allUIaeMbIX JaHHbBIX ((hailios,
uH(popmManun);

B nogcucreme obecrieueHus 1eI0CTHOCTH

O6ecneunTs eNTOCTHOCTh MPOTPAMMHBIX CpeIcTB 3amuThl B coctaBe C3I1/1H, a
TaKXK€ HEU3MECHHOCTbD HpOFpaMMHOﬁ CpCabl. HpI/I 9TOM LECJIOCTHOCTH CPCACTB 3alIUThI
MIPOBEPSIETCS PU 3arpy3Ke CUCTEMBI IO HATHUUIO UMEH (MIeHTU(PUKATOPOB)
komroHeHT C3I1/IH, 11e10CTHOCTE TPOTrPaMMHOM Cpeibl 00eCTICUBAETCS
orcytctBreM B ICIIJIH cpencTB pa3pabOTKH U OTIAIKU TPOTPaMM;

OcymectBisath ¢uszndeckyro oxpany UCII I (ycTpoiicTB 1 HocuTenen
uH(pOopMaInK), IpeaycMaTprBaroIas KOHTpoIb qoctyna B nomemenus UCITIx
MMOCTOPOHHUX JIUII, HATMYNE HAJICKHBIX MPETSATCTBUMN ISl HECAHKITMOHUPOBAHHOTO
npoHukHoBeHus B nomenieHus UCIIJIn u xpanunuie HocuTenei nadopManuu;

[TpoBoauTh nepuoanueckoe TectupoBanue Gpynkunii C3I1IH npu usmeHenuu
nporpaMMHoOi1 cpeabl 1 nepconana MCII/IH ¢ noMomipio TeCT-IIporpaMm,
nmutHpyronux nonsitkn HCJ;

JIOJDKHBI OBITH B HATMYKMHK cpeficTBa BocctaHoBieHus C3I1/{H, npenrycMaTpuBatomye
BEJICHHE IBYX KOMUI MPOTrpaMMHBIX CPEACTB 3alllUThl UH(pOpMALINH, UX
HEepHOANYECKOE OOHOBJIEHHE U KOHTPOJIb PAOOTOCIIOCOOHOCTH;
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[IpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJIEH cpencTBa 3amuThl oT [IMB,

5 HEOOXOUMBIX JUIsl €0 KOPPEKTHOro (DYHKIIMOHUPOBAHUS, IIPU €TI0 3arpy3Ke C + + +
VICIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM,;
ObecneunTh BO3MOKHOCTh BOCCTAHOBIIEHUS CpecTBa 3auThl oT [IMB,

6 IIPEAYCMAaTPUBAIOIIAs BEACHUE ABYX KOIUN IPOTPAMMHOIO CPEACTB 3aLUTHL, €ro + + +
NEpUOIMYECKOe OOHOBJIEHUE U KOHTPOJIb pab0TOCIOCOOHOCTH;
Peanu3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHIA CPECTBA

7 3amuThl 0T [IMB ¢ ncnosib30BaHMEM KOHTPOJIBHBIX CYMM; + + +
[IpoBonuth pezepBHOE KonupoBanue [1/In Ha oTuyk1aeMble HOCUTENU HHDOPMALINH;

8 - + +

\ B noxcucreme aHTUBUPYCHOM 3aLUTHI:
[IpoBOaMTH aBTOMATHYECKYIO MTPOBEpKY Ha Hanuuue BII wnu nocneacteuii [IMB

1 npu umnopre B MCII/IH Bcex nporpaMMHBIX MOy el (IIPUKIIaJHBIX IPOTPaMM), + + +
KOTOpBIE MOT'YT cozepkarh BIl, o ux TUMOBBIM 11a0JI0HAM U ¢ TOMOIIbIO
9BPUCTHYECKOT0 aHAJIN3A;
Peann3oBaTh MeXaHM3Mbl aBTOMAaTHUECKOTO OJIOKMpOBaHMsI 0OHapyxeHHbIX BII

2 IyTEM UX YAAJIEHHUS U3 IPOrPaMMHBIX MOJYJIEH WM YHUUYTOXKEHUS; + + +
Perynsipao BeImosHATH (1Ipu iepBoMm 3amycke cpeacts 3amuThl [1JJn ot [IMB u ¢

3 yCTaHaBJIMBaEMON EPUOIUYHOCTBIO) MMPOBEPKA HA MpeaMeT Hainuus B Hux BIT; + + +
JomxHa nHuIMupoBatbes aBromarnueckas nposepka MCII/Ix Ha npeamer Hanuuus

4 BII npu BeisiBienun ¢akra [IMB; + + +
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTAaHABIMBAEMOTO YMCIa ONEpalui yAAICHUS

5 BII u3 onepaTuBHON UM TOCTOSHHOU MaMATH, U3 IIPOIPAMMHBIX MOJYJIEH U + + +
PUKJIAJHBIX TPOrPAMM WJIM IPOTPAMMHBIX CPEICTB, coaepxamux BII.

6 JononuurensHo B UCII/IH nomkeH nNpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTHYECKHI + + +
MOHHMTOPHUHT HH(POPMAIIMIOHHOTO OOMEHa ¢ BHEITHEH CeThI0 ¢ 11ebio BhisBiIeHUs BIL

VI KonTpons orcyrcteus H/IB B 110 C31
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Jlyist mporpaMMHOTO 00€CTICUeHH s, UCTIONB3YEMOT0 TIPH 3aIIuTe HHPOPMAITUHU B
NCTIdn (cpeacts 3amuthl nHGopmaruu — C3V, B TOM 4KClie U BCTPOCHHBIX B
o0111ecucTeMHOE U IPUKJIaAHOE ITporpammHoe obecrnieuenue — [10), nomkeH ObITh
obecIieueH COOTBETCTBYIONINI YPOBEHb KOHTPOJIsI OTCYyTCTBUS B HeM H/IB (He
JICKJIAPUPOBAHHBIX BO3MOXHOCTEH).

VIl

O6napyxenue Bropsxkernii B UCI1JIn

OO0HapyxeHre BTOPKEHHUH OKHO 00eCIIeYrBaThCS TyTEM UCIIOJIb30BAHHUS B
cocraBe VCIIJIH mporpaMMHBIX WM IPOrPaMMHO-AIIAPATHBIX CPEACTB (CUCTEM)
obnapy-xenus Bropxkenuii (COB).

HeO6XOI[I/IMO 00s13aTeNIbHOE HCIIO0IB30BAHIE CHCTEMBI O6H3.py>K€HI/IH CCTCBBIX aTak,
HCIOJIB3YIONIUC CUTHATYPHBIC METO/IbI aHAJIN3a

HCO6XOI[I/IMO 00s13aTeNIbHOE NCIOJIL30BAHUE CHCTEMBI O6H&py>K€HI/IH CCTCBBIX aTak,
HCIOJIB3YIOIUC CUTHATYPHBIC MECTO/AbI aHAJIN3a U MCTO/Ibl BBISABJICHUA aHOMAaJIUH

VIl

3anura UCI/In ot [IDMUH

Jis 06paboTtku nHGopmManuu HeodxoauMo ucnoiab3zoate CBT, ynonerBopstoiye
TpeOoBaHUAM cTaHaapToB Poccuiickoii @enepaiuu 1o 3JeKTPOMarHUTHON
COBMECTHUMOCTH, 110 6E€30IaCHOCTH U 3PrOHOMHUYECKUM TPEOOBAHUSIM K CPEJCTBAM
0TOOpakeHUs1 HHPOPMAIINH, [10 CAHUTAPHBIM HOpMaM, MPEAbIBISIEMbIM K
BuaeoauciuieiHeM TepmuHanam [19BM (wanpumep, 'OCT 29216 91, TOCT P
50948-2001, I'OCT P 50949-2001, 'OCT P 50923 96, CaulluH 2.2.2.542 96).

Onenka coorBerctBust MCIIIH TpeboBanusm 6e3omacHoctu [1/10

[TpoBecTu 00s3aTENBHYIO CEPTUPHUKALNIO (ATTECTALNIO) IO TPEOOBAHUSIM
0e30macHOCTH HH(OpMAIIHH;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALUIO) IO
TpeboBaHusIM 0e30macHOCTH MH(OpMaIuK (110 PEHICHUIO OIlepaTopa);

+ - -

[Tpumeuanue: g UCIIIH 4 knacca nepeuenb MeponpusTii o 3amute [1/IH onpenensiercs B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXET ObITh

HAHCCCH B CJICACTBUH HCCAHKITMOHUPOBAHHOTO UJIKN HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

[Monurtnka nadopmannonHoit 6e3onacHoctu. Crpanuna 27 u3 29




CornacoBaHo:
CeKpeTapb

JTUPEKTOP IIKOJIBI
3aMECTHUTENb IUPEKTOPa

Canpgpipkuna Mapus OzerosHa
CepreeB Butanuii BinagumupoBuy
Mouceesa puna BnagumupoBHa
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